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INTRODUCTION
❑ Secure data transmission is a serious concern now

❑ Data Encryption is used to enhance data security

❑ For more security Data Steganography is used

❑ Challenging to find a specific algorithm that encrypts and hides data in such a way that it does 
not get intruders’ attention

❑We propose a secure Hybrid Data Encryption technique using DNA Cryptography and 
Steganography

❑ DNA will be used for both encrypting data and hiding data
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OBJECTIVES
❑ To propose a robust model of data encryption so that data can be transmitted securely 
without getting attention of the intruder

❑ To analyze the security of the proposed model

❑ To provide a comparative analysis with some related works
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OUTCOMES AND APPLICATIONS
❑ Outcomes: A Blind, Symmetric, DNA based encryption and steganographic technique which 
have a decent cracking probability

❑ Applications: Our proposed approach will help secure data transmission, especially in banking, e-
commerce, authentication, and server-client secure communication sector
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RELATED WORKS
DNA Cryptography based Works

Namdev et. al. [2] 

❑ Proposed a DNA and Amino acid based approach with Playfair Cipher

❑Message encrypted in DNA sequence further encrypted by a foursquare encryption process 
based on Amino acid structures

DNA Steganography based Works

Shiu et. al. [3] 

❑ Compared 3 techniques, i.e., insertion, complementary rule and substitution

❑ No encryption was done

5



RELATED WORKS
Guo et. al. [4] 

❑ Proposed a substitution based method in DNA sequence for message hiding

❑ They explored Motifs in a DNA sequence and substituted them with message bits

Yunus et. al. [5] 

❑ Also proposed a Motif substitution method in DNA sequences

❑ Not blind and may have high modification rate

Hamed et. al. [6]

❑ Proposed complementary rule based DNA steganography technique

❑ Does not preserves biological functionality
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RELATED WORKS
Mousa et. al. [7] 

❑ Proposed a reverse mapping based method in DNA sequence for message hiding

❑ Reverse mapping is a kind of substitution technique

Hybrid Techniques

Mitras et. al. [10] 

❑ Proposed a encryption method based on RSA algorithm and DNA encryption

❑ After encryption they used insertion method to hide the encrypted message into DNA sequence

Taaur et. al. [9]

❑ Employed 5*5 playfair cipher technique for data encryption

❑ Then used insertion method for data hiding
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RELATED WORKS
Yadav et. al. [11] 

❑ Encrypted the data with DNA encryption

❑ Then using KIMLA algorithm to hide the encrypted message into an image by manipulating its 
pixel values 
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PROPOSED METHOD
❑ Our proposed method has two phases:

1. Encoding the data using DNA encryption

2. Hiding the data in real DNA sequence

❑ For DNA encryption we used 2-bit Binary Encoding technique

❑ Also we employed Huffman Coding to hide the encoding procedure

❑ For data hiding we used a modification of 3:1 LS-Base method
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PROPOSED METHOD
❑ Flowchart explaining the data encryption method with an example
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PROPOSED METHOD
❑ Flowchart explaining the data hiding process with an example
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PROPOSED METHOD
❑ Flowchart of the proposed method
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IMPLEMENTATION
❑We have implemented the method using Python programming language

❑ The algorithm was tested on Intel(R) Core (TM) i5-8300H CPU @ 2.30 GHz personal
computer with 8 GB RAM

❑We took a text message containing letter, digits and symbols in a 5KB file

❑We encrypted the text message and hide it in 8 real DNA sequences of different length collected from 
NCBI database

❑ Then we investigated capacity, payload, bit per nucleotides, encryption time and decryption time for 
each DNA sequences

❑ Also we derived the cracking probability of our proposed model and done comparative study with some 
recent works.
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DNA SEQUENCES
❑ Following are the 8 DNA sequences collected from the NCBI database
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EXPERIMENTAL RESULTS
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EXPERIMENTAL RESULTS
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SECURITY ANALYSIS
❑ DNA Reference Sequence

There are around 163 million DNA sequences into the public database and the first 6 bases of 
the sequence might be fully changed in our model. So, intruder needs to analysis the rest n-6 
bases of a DNA sequence. Hence, probability of guessing correct DNA sequence is:

P(𝐷𝑁𝐴𝑅𝑒𝑓) =
1

1.63∗108∗(𝑛−6)

❑ Binary Encoding Rule

DNA sequence has only 4 symbols A, T, C, G. Huffman code for those can be 000, 001, 01, 1. 
Again binary encoding creates a code of 00, 01, 10 and 11 for them. So, the probability of 
guessing the correct code each time is:

P(BER) =
1

4!∗4!
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SECURITY ANALYSIS
❑ LS Base Substitution Rule

There are possibilities for pyrimidine base substitution are 2*1. The possibilities are sme for 
purine bases. Hence, probability of guessing correct substituted nucleotides is:

P(N) =
1
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❑ System Cracking Probability

P(S) =
1

1.63∗108∗ 𝑛−6 ∗4!∗4!∗4
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COMPARATIVE STUDY
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CONCLUSION AND FUTURE WORK
❑ In this work, we proposed a novel cryptographic technique combining DNA cryptography and 
steganography 

❑ The technique encrypts the data in its first stage and then hides the encrypted message into 
an actual DNA sequence

❑ The encryption method uses DNA bases to encrypt the message, followed by a variable length 
code generation and assignment for each DNA base using Huffman coding

❑ The proposed method is blind and it does not expand the actual DNA sequence while keeping 
its biological functionality 

❑ Experimental results and analysis shows that our proposed method gives a decent level of 
security which is quite impossible to break without having full knowledge of the steps involved 
in particular encryption

❑ The proposed method can be modified in our future work to increase its data hiding 
capabilities and security
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