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What is Phishing?

Phishing i1s a spiteful form of online
identity theft that impersonates an
honest firm’s website and aims at
gaining authorized access to user’s
Individual information.




Phishing Life Cycle

Phisher:

Target the user

Phisher:

Creates spoofy
email

Phisher:
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email

l

User:

Divulges details

User:
Clicks on the link

l
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Obtain user
credentials

User:

Receives email




Phishing Motives

 Financial gain
* Identity hiding
« Fame and notoriety



Approaches In designing technical anti-
phishing solutions

 Blacklisting & Whitelisting based techniques
 Heuristic based technigues

 Content based techniques

* Visual similarity based techniques



Motivation

* Phishing attack results in identity theft and Phishing Sites, 402019 - 1Q2020
monetary losses

* |t is important to detect phishing websites
so that those malicious websites can be
blocked by the firewall

Feb-20

Fig. 1. Total phishing sites, 4Q2019 — 1Q2020 (according to
APWG Phishing Activity Trends Report)



Objective

» To detect best subset of features so that phishing website detection can be made
faster

* To identify the best performing classification algorithms



Contribution

« We have reduced the dimensionality of feature subset through the feature ranking.

« We have evaluated performance of the various classifiers and proposed the best
hybrid classifier consisting of SVM, Decision Tree, Random Forest and XGBoost.



Proposed Methodology
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Proposed Methodology(Contd.)

* Preparing Dataset:
* The dataset was obtained from the UCI - Machine Learning Repository.
 Dataset URL.: https://archive.ics.uci.edu/ml/datasets/Phishing+VWebsites

« Sampling:
» 75% for training and 25% for testing.
 Ran at least five times and select the average one.


https://archive.ics.uci.edu/ml/datasets/Phishing+Websites

Feature Categories for Phishing Detection

™o Feature Category

1 Using the TP Address

2 UURIL .-T . .engsth

3 Shortining-Service

4 having-At-5Swvmbol

5 double-slash-redirecting

2 EZ?;;—SSHIEI};TDumain Aoddress Bar based Features
5 SSLifinal-State

b= Domain-registration-length

10 Fawvicon

11 Pport

12 HTTPS-token

13 Reqgquest-TTRI.

14 URI . -of- Anchor

if’) IS_';:.];}ICh_In_tdgh AAbnormal Based Features
17 Submitting-to-cimail

18 Acbnormal-TTRL.

19 Reaedirect

20 OMN-ITIOUSSOWVer

21 RightClick HTMIL and JavaScript based Features
22 pPopUUpWidrnow

23 Iframe

24 agce—of-dormain

25 DINSRecord

26 weaeb-tratfic

27 Page-Rank Domain based Features
28 Google-Index

29 Links-pointing-to-pagae

30 Statistical-report




Feature Foaturc Feature
MNumber MNamc Explanation
Using Phishing: TP address exists in domain part
FO P h-r.l.dn:w-. Legitimate: [P address
) docs not exist in domeain part
URL Phishing: URL length =75
Fl I ength Suspicious: URL length =54 and <=75
Legitimate: URL length <54
- ‘SI;::'EEE]];;‘ Phishing: Use of Tiny URL
Service Legitimate: (Otherwisc
F3 URL having Phishing: URL having @ symbol
the @ symbaol Legitimate: Otherwisc
URL has Phishing:The position of the last
F4 rodirect occurrcnce of 7 in the URL =7
symbaol Legitimate: Otherwisc
Es Prechix or Phishing: Domain name part includes (<) symbaol
suffix Legitimate: Otherwisc
Phishing: After omitting www. and
E6 Having o TLD if dots in domain part == 2
subdomains Suspicious: Remaining dots in domain part = 2
Legitimate: Remaining dots in domain part = |
Phishing: Use https and Issuer Is
SSL final not trusted and age of certificate <= 1 year.
F7 ) Suspicious: Usc hitps and Isswer Is not trusted.
state Legitimate: Usce https and Issuer [s
trusicd and age of cenificate >= | year
Dvyvmain s b - .
L Phishing: Domain expircs on <= | ycar
F8 ’Cﬁ’é’n‘;‘;"" Legitimate: Otherwise
o Having Phishing: Favicon loaded from external domain
Favicon Legitimate: Otherwisc
Fl0 Having mon Phishers take advantage if a URL
standard port has somc open ports.
Phishing: Use HTTP token in domain
Fl1 HTTPS token part of the URL

Legitimate: Otherwisc

Feature Feature Featurc
Number Name Explanation
The webpage address and most of the
F12 Request objects within the webpage have same
URL domain then we consider it legiimate
based on the percentage.
If the < a>tags and the website have
F13 Anchor different domain names then we
URL count it suspicious or phishing
based on the percentage.
If the < Meta>, < Scnpt>, <Link>>and
Fld Links in the website have different domain
Lags names then we consider it suspicious
or spoofy based on the percentage.
If SFH 15 blank or empty, it 15
F15 Server from considered as phishing. If SFH
handler refers to a different domain, then
1t 15 SUSpICIous.
- If “mail()” or “mailto” PHP
Fl6t Suhmltu_n 5 function 1% used.it 15 considercd
to email o
as phishing.
F17 Abnormal If the host name 15 not included
URL in the URL, it 1s classified as phishing.

21/5/2021

Address bar based features

Abnormal based features
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Feature Feature Feature
Number Name Explanation
If a website page 1s redirected less than or
equal one, it 1s considered as legitimate. If
FI& Redirect a website page 1s redirected at least four
times, it is marked as phishing.Otherwise
IL 18 SUSpICIOUS.
Status bar If onMouseOver changes status bar, 1t
F19 L . SeT
customization 15 marked as phishing.
20 Disabling If the right elick is disabled, it is
nght chck considered as phishing.
. If the pop-up window asks users to
F21 Hﬂwr!g pop submit PT;'IJET Emunul details then we
" window can count it spoofy.
F22 r[ct:d.l@r;lcct If 1frame 15 used, 1t 15 referred as phishing.

Featurc Feature Featurc
Number Name Explanation
F23 Age of If the age of domain is greater than or equal 6
domain months, it 1s classified as legiimate.
24 DNS If thc DNS record for the domain 15 not found,
record it is marked as phishing website.
A higher ranked website has less chance of being
25 Web spoofy. If the domain has no traffic or is not
traffic recognized by Alexa database, it 1s considered
as phishing.
Page If the page rank is less than 0.2, it 15 marked as
F26 .
rank phishing.
37 Google If the website is in Google's index, 1t is classificd
indexed as legitimate.
Links If number of hnks pointing to the website 15 zero,
F28 pointing it is considercd as phishing. Because phishing
to page wehsites have short life span.
29 Statistical | [If the host of the website belongs to any top phishing
rcport domains, it 15 classified as phishing.

HTML & JavaScript based features

21/5/2021

Domain based features
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Feature Selection

e To rank the features, we have used:

v'Random Forest
v XGBoost
v'Correlation matrix with heatmap



Feature Selection (Contd.)

Feature importance

194
194
153
153
147
112
111
o5
G
oz
75
73
!
B2
B
) ) )
100 150 200
F =care

Fig. 2: Using XGBoost
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Fig. 3: Using Random Forest



Feature Selection (Contd.)
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Fig. 4: Correlation matrix with heatmap



Feature Selection (Contd.)

Feature Subsets

1 F5, F6, F7, F13, F14, F25 93.60%

2 F6, F7, F8, F12, F13, F14, F23, F25, F28 94.21%

3 F5, F6, F7, F12, F13, F14, F15, F23, F25, F26, F27 94.46%

4 FO, F5, F6, F7, F12, F13, F14, F15, F23, F24, F25, F26, F27, F29 96.24%

3) FO, F1, F3, F5, F6, F7, F10, F11, F12, F13, F14, F15, F16, F20, F21, 95.93%
F23, F24, F25, F26, F27, F29

6 FO, F1, F3, F5, F6, F7, F8, F10, F11, F12, F13, F14, F15, F16, F20, F21, 98.28%

F23, F24, F25, F26, F27, F28, F29

Accuracy for several feature subsets using proposed hybrid classifier



Selected Features

* Finally our proposed features are:

»>F0, F1, F3, F5, F6, F7, F8, F10, F11, F12, F13,F14, F15, F16, F20, F21, F23,
F24, F25, F26, F27, F28, F29.



Classification Algorithm

Naive Bayes

Logistic Regression
Support Vector Machine
Decision Tree

Random Forest

« XGBoost

 Several Hybrid Classifiers



Performance Evaluation

* Precision
* Precision= TP/(TP+FP)

e Recall
* Recall= TP/(TP+FN)

* F1-score
« F1-score= (2*Precision*Recall)/(Precision+Recall)

* Accuracy
« Accuracy= (TP+TN)/(TP+TN+FP+FN)



Performance Evaluation of all classifiers

. .. Fl-

Classificr Aocuracy Precision Rsccall -

Malve Bayes NGIRT 077 .65 058

Logistic Regression LR T 093 0.9z 093

S 049273 0493 0493 .93

T LR I LR [ 10, 5M

EF 097D 0.97 0.97 .97

L S Ta sy | 0GRS 0.97 0.97 097

RF and X{GBoost 09739 0.97 0.97 097

DT and XCE oot LR | 1.5 LI 1095

T and RF 095652 0.97 L 1.9

DT, BF and XGH ot 09743 0.9 097 097

SWVALL, DT and XGEoost 09736 0.97 0.97 097

5vM. DT and EF 09739 .95 0.97 097

LE, DT, EF and XGHEoost 09758 098 0.97 0.9
S%WM. DT, RF

and XGBoost 09772 0.9 .95 098

For 30 features
(Without feature selection)

Clas=ificr AcCuracy Procisiomn Recall Fl-

- BCOIT

Maive Bayes G2 5% 077 .65 .58

Logistic Repression 07 SRS 0.9z 092 092

S 02 B3% 093 0.9z 0.9

T D6 S 0.97 0.97 0.97

RF o7 _19% .97 0.97 0.97

X3 B ol o7 AT7T% 0.97 Q.97 0497

EF and XGBonst Q7 I8% 0.97 0.97 097

DT and XC5HE ot D6 EI% 0.97 0.97 097

DT and BF o701 % .97 .97 0497

DT, RF and XOGH oSl 97 4T % .98 0.97 097

SVAM, DT and XGBoost o7 % 0.97 .98 0.497

SVM. DT and EF o7 MR 0.97 0.97 0497

LR, DT, RF and X{GBoost o7 B3% .98 0.97 [V
SWh, DT, RF .

and XCGBoosi 08 ZR% .98 .98 0.4

For 23 features

(With feature selection)




Comparison

Proposed Method | Accuracy F1-Score Number of
Features

Abdulranmanetal.  Hybrid classifier 97.26% 0.9721
[11] (RF and XGBoost)
Das et al. [12] LSTM 96.55% 0.969 30
Our proposed Hybrid classifier 08.28% 0.98 23
method (SVM, DT, RF &

XGBoost)

Comparison with previous works for the same dataset



Conclusion

e Our proposed hybrid classifier will help the Internet users verify authentic
websites.

 So our system will mitigate the risk of phishing websites.
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