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CLIENT ATTACKER SERVER
HTTP HTTPS
Request Request 5
F HTTP HTTPS
: Response Response
Monitor HTTP traffic
Change all occurrences of
https:// to http://

<a href="https://..”">to
<a href="http://...”>
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 SSL consists of three protocols
 Handshake Protocol, Record Protocol, Alert Protocol.

« Handshake protocol
» Establishes a secure connection between the server and the client

* Alert protocol
« Custom messages whenever an intrusion is detected

* The handshake protocol
» The most vulnerable part of the SSL connection
» Done over unencrypted plain text
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 Attacks on SSL: two types primarily
 SSL Sniffing attacks

» Spoofed certificates
* Browsers show warnings
» SSL Stripping attacks.

» SSL Stripping type of attacks does not result in any warning messages for users,
making them more dangerous.
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« Hashed the password sent by the client with the server’s certificate

« Hproxy: It built a profile of safe SSL-enabled websites from the
history of requests and responses.

 SSLock: enforcing special protected domains which enforce SSL
connection.

« HTTPSLock: enforcing the HTTPS protection and forbid users to
embrace invalid certificates.

 ISAN HTTPS Enforcer: handling redirections from the client side and
overcoming the problem of user bypassing security warnings
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» User behavior towards security issues

» SSL stripping is successful primarily because users are not educated
about the difference between HTTP and HTTPS connections, and
therefore are not aware of the importance of using encrypted
connections while sending sensitive data to websites.

» Users cannot to be expected to type in HTTPS in the URL bar to
ensure secure a connection.

 Users have a habit of ignoring warning dialogs even if the warning
cautions against the possibility of leakage of sensitive data.

 False negative rate is very high, while the false positive rate is
relatively low in user response towards security warnings.

9
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* An intelligent system to prevent SSL Stripping based
session hijacking attacks

* The system is designed to strike a delicate balance
between security and user friendliness.

10
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* Client-Side

User attempts Classify web | | show appropriate

* Local Database to send POST content using warning dialog
» Rating request over Naive BayV

. HTTP
* Warning System

. Local database Track user

* Server Side Client of site ratings response

- Data gathering from Users Sida: = 0000 gy
+ Classification ST
» Rating Update Side

s Run split-half
correlation and
update ratings

Central database
of site ratings

M
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Is win
Database?

Yes

No
No site and Vas Class of website  Rating  Security Level
::s’;‘; s Banking 1.0 High
field? HeuristicRating(w) RetrieveRating(w) E-commerce 0.9 High
Education/Email 0.7 Medium
Social Media 0.5 Medium
Continue to r>=0.8 r<=0.2 Miscellaneous 0.1 Low

website w

i

Show Lowest
Warning

Show Highest
Warning 0.2<r<0.8
Show Medium

Warning
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: . about unencrypted sensitive website
. nghest. muw;m' ’_.lfmﬂmmm

| cancel | Modify Filter

. T s v e e s e
e Medium: | & which is potentially vulnerable. Do you still want to continue

Cancel | [ .Cﬁﬁtinue

It is recommended you add this site to

) Lowest You are sending unencrypted data to a site.
A Plock it

13
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Algorithm 1 To measure the point of 50% regression

Input: Websites in database

Output:t point of 50% regression, t = (1-r)/r * x

. get all websites from database

partition all websites into two sets of equal size
run a correlation between the two sets

find correlation coefficient r

x = average sample size

point of 50% regression, t = (1 —r)/r * x
return ¢

A A > e

14
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Algorithm 2 To update the rating of each website
Input: Websites and entries in database with ¢
Initialization :
1: for each website w in database do

2:  sample of w =1
3: sum of w = initial Rating(w) * ¢
4: score of w = sum of w / sample of w
5: end for
Updating :

6: for each entry d in database do
7. W = get website of d

8 p = warning level of d for w
9: a = user_action of d for w
10:  if a == respect then

11: increment sample of w by 1

12: increment sum of w by 1

13: score of w = sum of w / sample of w
14:  else if a == bypass then

15: if p == high then

16: increment sample of w by 0.8

17: score of w = sum of w / sample of w
18: else if p == medium then

19: increment sample of w by 0.5

20: score of w = sum of w / sample of w
21: else if p == low then

22: increment sample of w by 0.2

23: score of w = sum of w / sample of w
24; end if

25:  end if

26: end for

15
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User behaviour
and site data from
clients

Naive Bayes
classifier derived
initial rating

A

Apply initial sample
size t to initial
rating

|

Calculate updated
rating from user
data

V.

Randomly partition
the data into two
sets of equal size

V

Run correlation
between the sets
to find correlation

coefficient r

|

Calculate 50%
regression point t
fromr
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Tatingold X Nsample + Naccept
Nsample + Naccept + weight X Nyeject

ratingnew =

« Weight depends on the current warning level of the
website
For high level: weight =0.8
For medium level: weight = 0.5
For low level: weight = 0.2

16



Results

November 12-14, 2019 = Norfolk, VA, USA
Defining Multi-Domain Command and Control

* Tools and Samples
 User Behavior Simulation
« Rating Update

17
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« A sample of 100 websites of different categories used to train the
initial Naive Bayes classifier

* 5 websites were used for simulating user behavior
 Squid proxy software on Ubuntu used to filter and redirect traffic
« w3m UNIX tool used to extract text from websites

18
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Website Class Security Level  Rating
dutchbanglabank.com Banking High 1.0 . .
gmail.com Education/Email Medium 0.7 Initial Rati ng
buet.ac.bd Education/Email Medium 0.7
facebook.com Social Media Medium 0.5
stackoverflow.com Miscellaneous Low 0.1
Website Accepted Warning  Rejected Warning
dutchbanglabank.com 156 44
mail.com 122 78
Collectgd U§er lg)uet.ac.bd 147 53
Behaviors in facebook.com 68 132
Server Side stackoverflow.com 11 189

19



Spllttmg and | | |ICO | |

Correlation U

Defining Multi-Domain Command and Control

Website Sample 1 Accept %  Sample 2 Accept %
dutchbanglabank.com 70 86
gmail.com 69 53
buet.ac.bd 78 69
facebook.com 40 28
stackoverflow.com 5 6

» Split-half Correlation Technique (Cronbach’s Alpha can be better to reduce errors but
computationally more expensive)

» Correlation coefficient, r = 0.916

« t=(1-0.916) / 0.916 * 100 = 9.17

* S0 9 samples is the point of 50% regression.
20
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Website Updated rating Security Level
dutchbanglabank.com 7 = gzt = 0.82 High

. — _Ox0.7F122 :

gmail.com T = 5712540.5x78 — 0.75 Medium fter pdate
— _Ox0.7F147 _ _ - A U

buet.ac.bd T = 33147405255 — 0-84 High

facebook.com r=g +%§(ig§iﬁ32 = (.51 Medium
stackoverflow.com =t _|_91"i(_’|;(1)j211189 =0.21 Medium
Website Class Security Level  Rating
dutchbanglabank.com Banking High 1.0
L : gmail.com Education/Email Medium 0.7
Initial Ratlng buet.ac.bd Education/Email Medium 0.7
facebook.com Social Media Medium 0.5
stackoverflow.com Miscellaneous Low 0.1

21
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» Can be integrated into the browser, or be provided as an extension

* Could be a system-wide app for smartphone devices

 Ensuring privacy would be critical, so all communication between client
and server should be encrypted

* No personally identifiable information is required from the client, and
hence should not be collected by server

22



e mllcom

Adversarial Attacks Novermiber 1514, 2015 - Norroll VA, USA

Defining Multi-Domain Commanc 1 ind Control

» Potential adversaries may try to poison the integrity of our database
* One solution is to block bulk requests from suspicious IP addresses

» Another is to require users to register.

 User verification can be done once a week or month.

23
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 Security is more of a human problem, than a technical problem

« Human behavior should be the most important factor in security
solutions

» User feedback is core part of our model and is used directly in the
algorithms

» This model could be applied to other tasks, for example, App Store
reviews, content moderation on social media etc.

24
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Thank You
Questions

Husnu Narman
narman@marshall.edu
https://hsnarman.github.io/
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